	ILRI ICRAF Information Security Policy
	

	Effective Date
	Version No.:  1.00
	




ILRI ICRAF Information Security Policy
DRAFT FOR DISCUSSION PURPOSES ONLY
Date:


07 February 2006
Prepared By:

ISO

Document:

Information Security Policy

Document Revision History

	Version
	Date
	Author(s)
	Revision Notes

	1.00
	10/25/2005
	Information Security Officer
	Initial Release

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Document Control 

This document shall be reviewed annually and an update by the Institution may occur earlier if internal or external influences affect its validity. 

For Document control purposes, please direct all request for amendment to:
XXXXXXXX
ILRI ICRAF  

Information Security Officer
	Table of Contents

	

	71.
POLICY STATEMENT


92.
ORGANIZATION Of INFORMATION SECURITY


92.1.
Information Security Infrastructure


92.1.1.
Management information security forum (MISF)


92.1.2.
Information Security Officer (ISO)


102.1.3.
Information security coordination


102.1.4.
Allocation of Information security responsibilities


102.1.5.
Authorization process for information processing facilities


102.1.6.
Confidentiality Agreements


102.1.7.
Contact with authorities


112.1.8.
Contact with special interest groups


123.
ASSET MANAGEMENT


123.1.
Accountability For Assets


123.1.1.
Inventory of assets


123.1.2.
Ownership of asset


123.2.1.


123.3.
Information Classification


123.3.1.
Classification strategy


134.
HUMAN RESOURCE SECURITY


134.1.
Roles and Responsibilities


134.1.1.
Including security in job responsibilities


134.1.2.
Screening


134.1.3.
Non-disclosure agreements


144.2.
Management Responsibilities


144.2.1.
Information security awareness, education and training


144.3.
Termination responsibilities


144.3.2.
Disciplinary process


144.3.3.
Return of assets


144.3.4.
Removal of access rights


145.
PHYSICAL AND ENVIRONMENTAL SECURITY


145.1.
Secure Areas


145.1.1.
Physical security perimeter


145.1.2.
Physical entry controls


155.1.3.
Securing offices, telecommunications closets, data center and facilities


155.1.4.
Working in secure areas


155.2.
Equipment Security


155.2.1.
Equipment location and protection


155.2.2.
Power supplies


155.2.3.
Cabling security


155.2.4.
Equipment maintenance


165.2.5.
Security of equipment off-premises


165.2.6.
Secure disposal or re-use of equipment


165.3.
General Control


165.3.1.
Clear desk and clear screen policy


165.3.2.
Removal of property


176.
COMMUNICATIONS AND OPERATIONS MANAGEMENT


176.1.
Operational Procedures And Responsibilities


176.1.1.
Operating Procedures


176.1.2.
Operational change control


176.1.3.
Incident management


176.1.4.
Segregation of duties


176.1.5.
Separation of development and operational facilities


186.2.
System Planning And Acceptance


186.2.1.
Capacity planning


186.2.2.
Systems Acceptance


186.3.
Protection Against Malicious Software


186.3.1.
Controls against malicious software


186.4.
Housekeeping


186.4.1.
Backup and restoration


186.4.2.
Operator and fault logs


186.5.
Network Management


186.5.1.
Network controls


186.6.
Media Handling And Security


186.6.1.
Management of removable computer media


196.6.2.
Disposal of media


196.6.3.
Security of system documentation


196.7.
Exchanges Of Information And Software


196.7.1.
Information and software exchange agreements


196.7.2.
Security of media in transit


196.7.3.
Electronic office systems and other forms of information exchange


207.
ACCESS CONTROL


207.1.
Requirement For Access Control


207.1.1.
Access control policy


207.2.
User Access Management


207.2.1.
User registration and de-registration


207.2.2.
User identification and authentication


207.2.3.
Password management system


207.2.4.
Privilege management


217.2.5.
Review of user access rights


217.3.
Network Access Control


217.3.1.
Policy on use of network services


217.3.2.
Enforced path


217.3.3.
Segregation in networks


217.3.4.
Network connection and routing control


227.4.
Operating System Access Control


227.4.1.
Terminal logon procedures


227.4.2.
Use of System Utilities


227.4.3.
Terminal timeout


227.5.
Application Access Control


227.5.1.
Information access restriction


227.5.2.
Sensitive system isolation


227.6.
Monitoring System Access And Use


227.6.1.
Event logging and monitoring


227.6.2.
Clock synchronization


227.7.
Telecommuting And Mobile Computing


227.7.1.
Mobile computing


227.7.2.
Telecommuting and remote access


238.
INFORMATION SYTEMS ACQUISITION, DEVELOPMENT AND MAINTENANCE


238.1.
Security Requirements Of Systems


238.1.1.
Security requirements analysis and specification


238.2.
Security In Application Systems


238.2.1.
Application Controls


238.3.
Security Of System Files


238.3.1.
Control of operational software


238.3.2.
Protection of system development and test environments


248.4.1.
Encryption


248.4.2.
Digital Signatures


248.5.
Security In Development And Support Processes


248.5.1.
Change control procedures


248.5.2.
Technical review of applications after operating system changes


248.5.3.
Restrictions on changes to software packages


248.5.4.
Information leakage


248.5.5.
Technical vulnerability management


259.
INFORMATION SECURITY INCIDENT MANAGEMENT


259.1.
Responding To Security Incidents, Weaknesses And Malfunctions


259.1.1.
Reporting security incidents, weaknesses and malfunctions


259.1.2.
Learning from information security incidents


25Processes must be developed to analyze security incidents and identify proactive measures to be undertaken to avoid similar incidents in future.


2510.
BUSINESS/research CONTINUITY MANAGEMENT


2510.1.
Business/Research Continuity


2510.1.1.
Business/Research continuity management process


2510.1.2.
Business/Research continuity and impact analysis


2510.1.3.
Writing and implementing continuity plans


2510.1.4.
Testing, maintaining and re-assessing business/research continuity plans


2511.
COMPLIANCE


2511.1.
Compliance With Legal Requirements


2611.1.1.
Identification of applicable legislation


2611.1.2.
Intellectual property rights (IPR)


2611.1.3.
Safeguarding of organizational records


2611.1.4.
Data protection and privacy of personal information


2611.1.5.
Prevention of misuse of information processing facilities


2611.2.
Reviews Of Security Policy And Technical Compliance


2611.2.1.
Compliance with security policy


2611.2.2.
Technical compliance checking


2711.3.
System Audit Considerations


2711.3.1.
Timing of information systems audits


2711.3.2.
Usage of system audit tools


2712.
Executive Sponsor






POLICY STATEMENT

October 2006
To all ILRI ICRAF Executives and Staff:

ILRI ICRAF is committed to the orderly and efficient delivery of research services through strict observance of the defined security policies and standards. It is ILRI ICRAF’s policy to protect its information assets against unauthorized access, disclosure, modification, transfer, storage, misuse or destruction whether intentionally or unintentionally.

Each Organizational Unit (OU) will protect the institute’s resources and data by adopting and implementing at a minimum, the set of policies and the related guidelines and standards as provided for in this document. The minimum standards as provided are required for all OU. But they are encouraged to adopt standards that exceed the minimum standards for the protection of ILRI ICRAF resources.
For immediate compliance.

DR. 

Director General

1.1. SCOPE

This policy applies to all information assets which either are available and in use or may become available for use in connection with International Rice Research Institute’s (ILRI ICRAF) business/research activities. 

This policy applies to all employees, vendors, contractors, and consultants who create, distribute, access or manage information assets of  International Livestock Research Institute’s (ILRI ICRAF) 

1.2. DEFINITION OF TERMS

Policy: An overall intention and direction as expressed by management.
Policy Statement:  A statement used to designate a straight-forward statement or declaration of policy on a particular topic or topics. 
Standards: Any document that specify the use of specific technologies in a uniform way.
Guidelines:  A recommended approach, parameter, etc. for conducting an activity or task, utilizing a product, etc.
Procedures: Procedures are the detailed actions that personnel must follow. They are considered the lowest level in the policy chain.
Information Assets:  Any data, information or material generated, gathered, compiled, stored or utilized by ILRI ICRAF in the course of its research operations, regardless of format or form.  These assets are considered to be proprietary and confidential unless otherwise specifically stated in writing. The loss, compromising, or disclosure without authorization, of these assets could adversely affect ILRI ICRAF.

Information Asset Owner:  The person who creates, or initiates the creation or storage of the information.  In ILRI ICRAF, the owner becomes the OU itself with the OU Head being the designated person responsible.
1.3. REVIEW AND REVISIONS

The implementation of Information Security Policy and its supporting procedures and minimum baseline standards are to be reviewed on a periodic basis for any changes affecting the basis of the original risk assessment, e.g., significant security incidents, new vulnerabilities or changes to the organizational or technical structure.  Experienced persons, suitably qualified for this purpose, must carry out this review. 
ORGANIZATION Of information SECURITY

Information Security Infrastructure

1.3.1. Management information security forum (MISF)
The MISF must be responsible for directing and coordinating information security initiatives.  This committee shall be composed of selected OU heads and shall be chaired by at least a Director of the Institute. Among the committee’s oversight responsibilities are the following:
· Review and approve information security policy and overall responsibilities assigned to personnel;

· Review and approve all the changes and exceptions to the information security management system;
· Approve projects to augment information security;

· Review major information security incidents and ensure that the resultant preventive action plan is implemented;

· Review information security audit reports and monitor the progress of the corrective and preventive action plans;

· Ensure continued compliance of information security management system with business/research objectives and external requirements;

· Meet regularly on a semi-annual basis and/or on a need basis especially when there are information security issues which are needed to be resolved.

1.3.2. Information Security Officer (ISO)

1.3.2.1. The Information Security Officer (ISO) ensures compliance with and implementation of information security management system. The ISO apprises the MISF of any security issues/concerns in the organization. He is responsible for assisting the operational staff in initiating and maintaining information security at their respective OUs. The following are the responsibilities of the ISO:

· Acts as a custodian for information security management system documents, systems audits, tools, work papers and reports;
· Ensure that provisions are in place for the continued protection of information system resources in the organization;

· Review all proposals for the implementation of information security related initiatives, components, processes and procedures  across the institution;

· Define the content for information security awareness training;

· Maintain information security awareness within the organization by planning and conducting training sessions in coordination with HRS;

· Act as the convener of MISF meetings.
· Initiate and carry out risk assessment;

· Perform Periodic review of user access privileges.

· Initiate internal and external security reviews and ensure that action is taken to rectify any shortfalls that are identified;

· Review, analyze and escalate the information security incidents reported in the organization.
1.3.3. Information security coordination

All OUs shall cooperate with the Information Security Officer in implementing and maintaining the desired level of information security across the Institute. 

1.3.4. Allocation of Information security responsibilities

The owner of each information asset must be directly responsible for the security of the asset and for identifying and implementing the controls that are necessary to adequately protect the asset.  The level of protection to be provided to the asset will depend on its classification in accordance with the Asset Classification and Control Policy. 

1.3.5. Authorization process for information processing facilities
1.3.5.1. Authorization process shall be impemented for new information processing facilities that will be made available to ILRI ICRAF users.
1.3.6. Confidentiality Agreements

1.3.6.1. All contractors who provide services to ILRI ICRAF must agree to follow ILRI ICRAF’s information security policies.

1.3.6.2. Any organization or individual with an outsourcing contract with ILRI ICRAF must be able to demonstrate compliance with ILRI ICRAF’s Information Security Policy and also provide a Service Level Agreement which documents the performance expected and the remedies available in case of non-compliance.

1.3.6.3. ILRI ICRAF must, at all times, require its contractors to execute a Confidentiality or Non-Disclosure Agreement (NDA) prior to any release of any ILRI ICRAF information asset. The specific terms and conditions of the NDA shall be reviewed and approved by the Legal Department.

1.3.7. Contact with authorities

ILRI ICRAF recognizes that the maintenance of the desired level of information security may require the cooperation, support and assistance of certain external agencies.  

Cooperation and transfer of information must be formalized to the extent possible. Such cooperation should be in the interest of ILRI ICRAF and should not result in violation of the ILRI ICRAF’s Information Security Policy. 

1.3.8. Contact with special interest groups

1.3.8.1. To ensure updated information on the information security field, the Information Security Officer or a designate shall maintain contact with groups specializing on the matter. 
1.4. Independent Review of Information Security

1.4.1.1. To ensure effectiveness and assurance that organizational practices properly reflect ILRI ICRAF’s Information Security Policy, an independent review shall be carried out on a periodic basis. The following are the activities involved:
· Information Security Management System (ISMS) review may be carried out by the internal audit function, an independent manager within the Institute or a third party organization specializing in such reviews.

· The output of the review should be communicated to the Information Security Officer and the parties involved.
1.5. Identification of risks related to external parties
1.5.1.1. Access by external parties to the information or information processing facility shall not be provided until the controls have been implemented, and where feasible, a contract has been signed defining the terms and conditions for the connection or access.

1.5.1.2. Security requirements in third party and outsourcing contracts:
· All contractors who provide services to ILRI ICRAF must agree to follow ILRI ICRAF’s information security policies.

· Any organization or individuals with outsourcing contract with ILRI ICRAF must be able to demonstrate compliance with ILRI ICRAF’s Information Security Policy and also provide a Service Level Agreement which documents the performance expected and the remedies available in case of non-compliance.

· ILRI ICRAF must, at all times, require its contractors to execute a Confidentiality or Non-Disclosure Agreement (NDA) prior to any release of any ILRI ICRAF information asset. The specific terms and conditions of the NDA shall be reviewed and approved by the Legal Department.

Refer to Outsourcing and Third Party Access Policy for implementing details
ASSET Management
Accountability For Assets

1.5.2. Inventory of assets

To ensure that effective asset protection takes place, ILRI ICRAF shall maintain an inventory of information assets.  Examples of assets that might be included are the following:

· Information assets: research and other related databases and data files, contracts, employee and staff records, financial data, administrative information, system documentation, user manuals, training material, operational or support procedures, and archived information.
· Software assets: application software, system software, other installers

· Physical Assets: computer equipment, communications equipment

· Services: computing and communications services
ILRI ICRAF information assets must be listed in an information asset inventory.  Each asset must be clearly identified individually and collectively in combination with other assets to form an identifiable information system. 
1.5.3. Ownership of asset

The responsibility for each item of information, data and documentation is to be allocated to a specifically designated information owner or custodian.

Refer to Information Asset Classification and Protection Standards for implementing details
1.6. Acceptable use of assets

1.6.1. ILRI ICRAF shall communicate acceptable use of assets including but not limited to the following:
· Email Policy;

· Internet Security Policy; and

· Telecommuting.
Refer to Acceptable Use Policy for implementing details
1.7. Information Classification

1.7.1. Classification strategy

All information assets must be classified strictly according to its level of confidentiality, integrity and availability. 

Information assets must be classified in accordance with specific asset classification scheme and related guidelines to be developed for this purpose.

The classification of each information asset may be amended in accordance with the asset classification scheme and related guidelines in force at the time.

Refer to Information Asset Classification and Protection Standards for implementing details
1.8. Information labeling and handling

All information assets must be labeled physically or electronically in accordance with their asset classification as described in asset classification scheme and related guidelines in force at the time.  

Information assets will be maintained, handled, stored, transported or destroyed in accordance with ILRI ICRAF data handling procedures associated with the asset’s classification label.  

Refer to Information Asset Classification and Protection Standards for implementing details
Human resource SECURITY

Roles and Responsibilities
1.8.1. Including security in job responsibilities

All job roles and responsibilities must be documented where appropriate and must include responsibilities for implementing or maintaining information security in the Institute.
1.8.2. Screening

Background checks must be performed on all personnel or third parties performing sensitive or critical job roles before they are selected for the position or transferred to the position.

1.8.3. Non-disclosure agreements

Non-disclosure agreements must be used in all situations as may be required by the confidentiality, sensitivity or value of the information being disclosed. 

All users of ILRI ICRAF Information Assets are required to accept non-disclosure obligations. Users are required not to disclose ILRI ICRAF information derived as a result of their access to ILRI ICRAF information systems to unauthorized parties. 

All users are required to periodically re-affirm their non-disclosure obligations by signing non-disclosure agreements. 

1.8.3.1. Terms and conditions of employment.  
1.8.3.1.1. As part of their contractual obligation, employees, contractors or third party users must agree to sign terms and conditions of their employment contract, which states their responsibilities for information security

The Employment Contract of ILRI ICRAF must include requirements for compliance with Information Security Policy.

Security responsibilities must be included in the performance evaluation of personnel. 

Management Responsibilities
1.8.4. Information security awareness, education and training

The Information Security Officer, in coordination with Human Resource Services (HRS) and Information Technology Services (ITS) shall initiate an Information Security Awareness Program.

Each employee shall be educated as regards to information security.
Those who are involved with technical security responsibilities are required to learn additional security skills that correspond to their specific job role.

The program must be periodically reviewed and evaluated for timeliness and effectiveness.

Termination responsibilities
1.8.4.1. ILRI ICRAF must ensure that employees, contractors and third party users exit ILRI ICRAF or change employment in an orderly manner and in compliance with the related security guidelines in force at the time.

1.8.5. Disciplinary process

All employees must comply with the Information Security Policy of ILRI ICRAF. Any information security incidents resulting from non-compliance will result in immediate disciplinary action as defined in ILRI ICRAF “NRS and IRS Personnel Policy Manual (disciplinary code from Ian to be integrated)”.
1.8.6. Return of assets

1.8.6.1. All employees, contractors and third party users shall at the time of their termination or separation from the Institute shall return all assets assgigned unto them.

1.8.7. Removal of access rights
1.8.7.1. All previously granted access rights on the systems shall be revoked at the time of the users separation from the institute.

PHYSICAL AND ENVIRONMENTAL SECURITY

Secure Areas

1.8.8. Physical security perimeter

The physical layout of ILRI ICRAF’s information processing facilities will be segregated into perimeter zones.  Each zone must have a level of access restrictions and access authorization requirements.

1.8.9. Physical entry controls

Physical access to ILRI ICRAF’s information systems facilities must be restricted to authorized persons only.  Authorization to enter restricted facilities is to be granted only when there is an operational or technical reason for the person to enter the premises. 

1.8.10. Securing offices, telecommunications closets, data center and facilities

Data centers, equipment rooms, and telecommunications closets must be protected from unauthorized or unnecessary access. 

1.8.11. Working in secure areas

All non-employees must be given restricted access to the ILRI ICRAF’s data centers, equipment rooms, telecommunications closets, and other sensitive areas and their activities should be closely monitored and reviewed regularly.

Unused secure areas must be physically locked and regularly monitored. 

Equipment Security

1.8.12. Equipment location and protection

When locating computers and other hardware, suitable precautions are to be taken to guard against environmental threats or exposures.

Materials, supplies and equipment entering and leaving ILRI ICRAF premises must be inspected and where necessary registered in accordance with ILRI ICRAF standard procedures for materials handling.

1.8.13. Power supplies

Equipment must be protected from power failures and electrical anomalies.

1.8.14. Cabling security

The security of network cabling must be reviewed during any upgrades or changes to hardware or premises.

Power and telecommunications cables carrying data or supporting information services must be protected from interception or damage. 

1.8.15. Equipment maintenance

Equipment must be maintained in accordance with its criticality and in compliance with the vendor’s recommendations and specifications as well as ILRI ICRAF detailed security guidelines on equipment maintenance.

Maintenance of ILRI ICRAF equipment must be performed only by authorized and qualified maintenance personnel.

1.8.16. Security of equipment off-premises

Equipment used to support research activities outside of ILRI ICRAF must be made subject to the same type of management authorization and security protection as that of on-site equipment.

1.8.17. Secure disposal or re-use of equipment

All equipment containing storage media must be checked to ensure that any critical information assets and licensed software are removed, securely overwritten or destroyed prior to disposal or re-use.

General Control

1.8.18. Clear desk and clear screen policy

ILRI ICRAF must follow a clear desk policy for papers and removable storage media and a clear screen policy for information processing facilities. 

Critical or sensitive information must be locked away when not required, especially when the office is vacated or during off office hours.

Computers and terminals must be left logged-off or protected with a screensaver password or similar mechanism.

1.8.19. Removal of property

ILRI ICRAF equipment, software, or information assets must not be taken off site without written authorization. 

Refer to Information Processing Facilities Policy for implementing details
COMMUNICATIONS AND OPERATIONS MANAGEMENT

Operational Procedures And Responsibilities

1.8.20. Operating Procedures

1.8.20.1. Operating procedures must be formally planned, authorized and documented. Operating procedures for the IT assets identified on the asset modeling template must be documented and maintained as required by the ILRI ICRAF information security policy. 

1.8.21. Operational change control

All changes to ILRI ICRAF’s information systems environment must be documented, reviewed, authorized, and tested prior to being made operational in ILRI ICRAF’s production environment.  

Refer to Change Management Guidelines for implementing details
1.8.22. Incident management

Incident management responsibilities and procedures must be established to ensure a fast, effective and orderly response to security incidents.

Refer to Security monitoring and Incident management Policy for implementing details
1.8.23. Segregation of duties

Proper segregation of duties must be applied to all areas dealing with systems development, systems operations, or systems administration.

1.8.23.1.1.1. Application users (e.g research database users, finance staff, etc.) must not be given additional responsibilities in IT administration processes and vice versa.

1.8.23.1.1.2. Persons involved in development or testing must not be given additional responsibilities in IT administration and vice versa.
1.8.24. Separation of development and operational facilities

The development, test and production facilities / environments must be physically and/or logically separated. 

Refer to Network Security Policy for implementing details
System Planning And Acceptance

1.8.25. Capacity planning

All critical systems must be tested for capacity, peak loading and stress testing. They must demonstrate a level of performance and resilience which meets or exceeds the technical and operational needs and requirements of ILRI ICRAF.

1.8.26. Systems Acceptance

Acceptance criteria for new information systems, upgrades and new versions must be established and suitable tests of the system carried out prior to acceptance.  

Systems acquisition and implementation procedures must include clearly defined system acceptance criteria.

Refer to Application System Security Policy for implementing details
Protection Against Malicious Software

1.8.27. Controls against malicious software

System hardware, operating and application software, the networks and communication systems must all be adequately configured and safeguarded to prevent and detect introduction of malicious software.

Refer to Desktop Security Policy for implementing details
Housekeeping

1.8.28. Backup and restoration

Information owners must ensure that adequate back up and system recovery procedures are in place.

1.8.29. Operator and fault logs

Operational audit and fault logs are to be maintained and reviewed regularly by trained staff and discrepancies reported to the information owner.

Network Management

1.8.30. Network controls

Appropriate controls must be established to prevent unauthorized access that could compromise critical information assets within the network and connected services.

Refer to Network Security Policy for implementing details
Media Handling And Security

1.8.31. Management of removable computer media

Removable computer media must be controlled and physically protected to prevent interruptions to research activities and damage to critical information assets.

1.8.32. Disposal of media

Media must be disposed of securely and safely when no longer required.

1.8.33. Security of system documentation

Valid documentation that is used by programming, operations, and user personnel must be developed, maintained, and protected.  Access to this documentation must be restricted to personnel performing official duties.

Refer to Information Asset Classification and Protection Standards for implementing details
Exchanges Of Information And Software

1.8.34. Information and software exchange agreements

Formal agreements must be established for the exchange of information assets or software with outside organizations. 

1.8.35. Security of media in transit

Physical media must be properly protected and controlled to prevent the unauthorized disclosure/dissemination of critical information assets while in transit.

1.8.36. Electronic office systems and other forms of information exchange

Electronic office systems and other forms of information exchange must be used for business/operational purposes only.

Voice communication systems must be defined and supported in accordance with the same security principles as those used for data communications. 

Refer to Information Asset Classification and Protection Standards for implementing details
ACCESS CONTROL

Requirement For Access Control

1.8.37. Access control policy

All access to information, information processing facilities and research processes shall be controlled to ensure that ILRI ICRAF and its staff have secure electronic resources to help them work both effectively and creatively.

Access to servers, operating systems, databases and applications shall only be granted to those who require access to it. Such access shall be limited to the information they have a right and a need to see or modify. In particular, outside users should not be able to access non-public ILRI ICRAF information, nor compromise the IT infrastructure.

User Access Management

1.8.38. User registration and de-registration

All users of information resources must have a unique User ID and authorization from the information owner or management, to access ILRI ICRAF’s information assets.

System access rights of resigned or terminated employees and third parties must be revoked immediately.

Refer to User Account Management Procedure for implementing details
1.8.39. User identification and authentication

ILRI ICRAF’s information systems must identify and authenticate all users uniquely before granting the appropriate system access. 

Refer to Password and Login Controls Policy for implementing details
1.8.40. Password management system

The selection of passwords, their use and management as a primary means to control access to systems must strictly adhere to Access Control Standards.

Refer to Password and Login Controls Policy for implementing details
1.8.41. Privilege management

All privileges must be allocated on a need basis. 

All privileges to the users must be assigned through a formal authorization procedure and ILRI ICRAF must ensure that no privileges are assigned before the completion of the authorization procedure.

1.8.42. Review of user access rights

All user access rights must be reviewed on a periodic basis.

Network Access Control

1.8.43. Policy on use of network services

Access to networks and network services must be controlled on the basis of operational and security requirements, and access control rules defined for each network.

1.8.44. Enforced path

Users should only be allowed access to networks and network resources through a pre-defined path to prevent them from selecting other routes between the users’ terminal and the network service to which the user is allowed to access.

1.8.45. Segregation in networks

ILRI ICRAF’s information systems network must be divided into logical segments based on the access requirements.

Internal network must be segregated from the external network with different perimeter security controls on each of the networks.

1.8.46. Network connection and routing control

The network must be designed and configured to deliver high performance and reliability to meet the needs of the Institute whilst providing a high degree of access control and a range of privilege restrictions.

Appropriate network connection and routing control mechanisms must be deployed to restrict information flows to designated network paths within the control of ILRI ICRAF.

Refer to Network Security Policy for implementing details
Operating System Access Control

1.8.47. Terminal logon procedures

1.8.47.1. The terminal logon procedure must disclose a minimum amount of information about the system.

1.8.48. Use of System Utilities

1.8.48.1. All unnecessary system utilities and software must be removed.

1.8.49. Terminal timeout

1.8.49.1. All access terminals must be locked after a defined time of inactivity.
Refer to Desktop Security Policy for implementing details
Application Access Control

1.8.50. Information access restriction

Users of application systems, including support staff, must be provided with access to application system functions based on individual application requirements.

1.8.51. Sensitive system isolation

All sensitive systems must have an isolated and highly secured computing architecture.

Refer to Network Security Policy for implementing details
Monitoring System Access And Use

1.8.52. Event logging and monitoring

Audit logs recording exceptions and other security-related events must be produced and kept for an agreed period to assist in future investigations and access control monitoring.

1.8.53. Clock synchronization

All system clocks must be synchronized and reviewed for inaccuracy.

Refer to Security Monitoring and Incident Management Policy for implementing details
Telecommuting And Mobile Computing

1.8.54. Mobile computing

Remote access to sensitive ILRI ICRAF information across public network using mobile computing facilities must only take place after successful identification and authentication, and with suitable access control mechanisms in place.

All mobile computing facilities must be used in a secured environment, using cryptographic controls for communication purposes as required by the Institute.

1.8.55. Telecommuting and remote access

Telecommuting and remote access must only be allowed following a risk assessment and the implementation of appropriate verification and data protection measures.

Refer to Telecommuting and Mobile Computing Policy for implementing details
Information systems acquisition,  development and maintenance
Security Requirements Of Systems

1.8.56. Security requirements analysis and specification

1.8.56.1. Statements of business/operational requirements for new information systems, or enhancements to existing information systems shall specify the requirements for controls. It shall be identified and agreed prior to the development and/or implementation of information systems.

Systems security requirements must be defined based on appropriate system risk assessment.

Formal testing and acquisition process must be followed for software products purchased.

Security In Application Systems 

1.8.57. Application Controls

Application system must have adequate application controls.

Applications developed or acquired by ILRI ICRAF must be developed or configured in accordance with an accepted systems development and maintenance methodology, and as per the security requirements reflecting business/operational needs.

Appropriate controls including audit trails and activity logs must be designed into application systems, including user written applications.  These should include controls for validation of input data, internal processing and output data.

Security Of System Files 

1.8.58. Control of operational software

ILRI ICRAF must restrict access to operational program libraries based on business/operational need.

1.8.59. Protection of system development and test environments 

Security mechanisms for system development test and production environments must be defined.  The system development, test and production environments must be subject to the defined security mechanisms.

Access to system development and test environments must be logged and monitored on a periodic basis.

1.9. Cryptographic Controls

1.9.1. Encryption

1.9.1.1. Encryption shall be used to protect the confidentiality of electronic information.
1.9.2. Digital Signatures
1.9.2.1. Digital Signatures shall be used to protect the authenticity and integrity of electronic information. It shall be used to sign and approve electronic documents such as contract, agreements, etc..
1.9.2.2. The use of cryptographic keys in digital signature shall be different from the keys used in encryption.

1.9.2.3. Cryptographic keys used in digital signatures shall be maintained confidential and protected.

Security In Development And Support Processes

1.9.3. Change control procedures

Formal change control procedures must be employed for all amendments to systems.  All changes to programs must be properly documented, authorized and tested in a test environment before moving to the production environment.

The change control processes must be used for all changes (including configuration changes) to software, hardware, and communications links.

1.9.4. Technical review of applications after operating system changes

Prior to application of the updates in the production environment, ILRI ICRAF must test the operation and compatibility of proposed updates to the existing systems. 

All updates, patches, and other changes must be tested and reviewed for security controls prior to implementation.

1.9.5. Restrictions on changes to software packages

Risk to modifications of software packages must be properly assessed and managed. 

INFORMATION SECURITY INCIDENT MANAGEMENT

Responding To Security Incidents, Weaknesses And Malfunctions

1.9.6. Reporting security incidents, weaknesses and malfunctions

Any information security breaches must be reported without any delay to the appointed Information Security Officer to speed the identification of any suspected information security incidents.

1.9.7. Learning from information security incidents

Processes must be developed to analyze security incidents and identify proactive measures to be undertaken to avoid similar incidents in future.
Refer to Security Monitoring and Incident Management Policy for implementing details
BUSINESS/research CONTINUITY MANAGEMENT 

Business/Research Continuity 

1.9.8. Business/Research continuity management process

ILRI ICRAF must adopt a process for developing and maintaining business/research continuity throughout the Institution in case of a disaster.

1.9.9. Business/Research continuity and impact analysis

ILRI ICRAF must undertake formal risk assessment that covers all essential and critical business/research activities to determine the overall approach for business/research continuity.

1.9.10. Writing and implementing continuity plans

ILRI ICRAF must have a documented Business/Research Continuity Plan/Disaster Recovery Plan.

All personnel must be made aware of the Business/Research Continuity Plan/Disaster Recovery Plan and their respective roles.

1.9.11. Testing, maintaining and re-assessing business/research continuity plans

The Business/Research Continuity Plan/Disaster Recovery Plan must be periodically tested to ensure that they are up-to-date and effective.

COMPLIANCE

Compliance With Legal Requirements

1.9.12. Identification of applicable legislation

The design, operation, management and use of ILRI ICRAF’s information systems and related facilities must comply with all applicable legal, regulatory or contractual security requirements.

1.9.13. Intellectual property rights (IPR)

ILRI ICRAF must recognize and respect intellectual property rights associated with its information systems.

ILRI ICRAF must ensure continued compliance with product copyright restrictions and licensing requirements.

1.9.14. Safeguarding of organizational records

ILRI ICRAF’s organizational records relating to information security must be protected and stored in accordance with ILRI ICRAF’s corporate policy on maintenance of such records and the requirements of the applicable laws and governmental regulations.  

The records must be afforded protection based on the relevance and importance of the records, and must be stored in a manner appropriate to the media on which they are recorded.

1.9.15. Data protection and privacy of personal information 

Information relating to the clients and third party contacts of ILRI ICRAF is confidential, and must be protected and safeguarded from unauthorized access and disclosure.

1.9.16. Prevention of misuse of information processing facilities

ILRI ICRAF information processing facilities must be used for business/research purposes only. 

Reviews Of Security Policy And Technical Compliance

1.9.17. Compliance with security policy

All employees must ensure that all security procedures in their area of responsibility are carried out correctly.

While ILRI ICRAF desires to provide a reasonable level of privacy, users must be aware that all information assets they create, distribute, access or manage remains the property of ILRI ICRAF.  ILRI ICRAF has the right to audit or monitor user activities in relation to the creation, distribution, access or management of such information assets to ensure compliance with the Information Security Policy at any time.

1.9.18. Technical compliance checking

Information systems must be regularly checked for compliance with security implementation standards.

System Audit Considerations 

1.9.19. Timing of information systems audits

Audits of operational information systems must be planned and performed at periodic intervals with the agreement of the information owner to minimize the risk of disruption to business/research processes.

1.9.20. Usage of system audit tools

The usage of system audit tools must be subject to authorization, restrictions, and controls to be in accordance with specific guidelines for this purpose.

Executive Sponsor
The sponsor of this Policy document is the Information Security Officer. The Information Security Officer is responsible for maintenance and accuracy of the policies. Any questions regarding the policies should be directed to the Information Security Officer.
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