CGIAR (ILRI ICRAF) ICT Systems User
Policy 
Quick Reference Version for General Users of IT facilities. Refer to the complete policy documents for details. (Information Security Policies, Disciplinary Code of Conduct, ILRI ICRAF Guide to Ethics.)
Date:
April  2006
Does this apply to you?
This policy applies to the users of all information assets whether employees, vendors, contractors, and consultants at ILRI ICRAF. As such it is addressed to ‘users’ in the first person and is intended to be informative and solicit cooperation.
General Control

Office and Information Security

Do not disclose to unauthorized parties ILRI ICRAF information derived as a result of access to ICT systems. 

Lock away critical or sensitive information when not required, especially when the office is vacated or outside of office hours. 
When leaving a computer unattended log off the computer or protect with a screensaver password or similar mechanism.

Do not remove ILRI ICRAF equipment, software, or information assets without written authorization.
Connecting to the Network 

Never connect devices not owned by ILRI ICRAF to its network without authorization from ITS.

Never use network accounts, passwords, and access codes assigned to someone else, and never share yours with anyone else.
If your computer has telephone dial-up, wireless, and Local Area Network (LAN) ports, never connect to more than one simultaneously.

Safekeeping and Media Handling
Use adequate back up and system recovery procedures. Save files regularly to ILRI ICRAF network storage drives and to durable media, e.g. CD-ROM
Control and physically protect removable computer media.
Dispose of media securely and safely when no longer required.

Use Of Information And Software

Use ICT systems and other forms of information exchange are primarily for business and operational purposes.

Your computer has been supplied with standard antivirus software which you may not uninstall.

Never add nor remove any software without approval by your OU Head and never install ILRI ICRAF software on a computer not owned by ILRI ICRAF, unless the license agreement allows it. Consult ITS for details.
Never attempt to bypass, interfere with, or turn off ILRI ICRAF firewall protection.

Telecommuting And Mobile Computing

1.1.1. For mobile computing follow the topic specific policy for remote access and safe practices.
INFORMATION SECURITY INCIDENT MANAGEMENT

Report to ITS any suspected information security breaches without any delay
Immediately report lost, stolen or wrongly used passwords, accounts or computers to ITS.
Never test or breach IT security.
COMPLIANCE

Compliance With Legal Requirements and Policy
Abide by all applicable legal, regulatory or contractual security requirements.

Ensure that all security procedures specific to your area of responsibility are carried out correctly.

Intellectual Property Rights (IPR)

Establish formal agreements for the exchange of sensitive information assets or software with outside organizations. 

Recognize and respect intellectual property rights, product copyright restrictions and licensing requirements associated with ICT systems.
Protect and store ILRI ICRAF’s organizational records in accordance with corporate policy and applicable laws and governmental regulations.

Data Protection

Protect and safeguard confidential information on ILRI ICRAF and its third party contacts from unauthorized access and disclosure.
Privacy While Using ICT Facilities

While ILRI ICRAF desires to provide a reasonable level of privacy, be aware that all information assets you create, distribute, access or manage remains the property of ILRI ICRAF and may be retrieved if needed. This unavoidably limits personal privacy.
ILRI ICRAF has the right to monitor your use of ICT systems, subject to management authorization, local legal compliance and strict guidelines.
Appropriate Use of ICT Systems
1.1.2. ICT systems including Internet access and CGIAR email is primarily provided for research and ILRI ICRAF business purposes. Incidental personal use is permissible so long as:

1.1.2.1. It does not consume more than a trivial amount of system resources.
1.1.2.2. It does not interfere with your productivity, or slow down work activities of others.
1.1.2.3. The activity is innocent in terms of business and professional ethics and the law.
1.1.2.4. Do not use ILRI ICRAF resources to run businesses, organizations or campaigns of any kind no matter how worthy the cause, disseminate non-ILRI ICRAF information, cause disruption to computing performance, do unauthorized decryption, commit any crime, create or aggravate a civil liability, create, post, transmit or solicit any unlawful, offensive, harassing or hostile material and that which violates ILRI ICRAF’s ethics.
Penalties for noncompliance

Cases of noncompliance are dealt with in terms of the ILRI ICRAF disciplinary Code of Conduct.
Disclaimer

ILRI ICRAF disclaims any liability for loss resulting from the use of its ICT systems, or the violation of its policies, whether material, personal, financial, direct or consequential. 
Executive Sponsor
The sponsor of this Policy document is the Information Security Officer. The Information Security Officer is responsible for maintenance and accuracy of the policies. Any questions regarding the policies should be directed to the Information Security Officer.

